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Overview

Niagara 2812 is Interface Master’'s new generation 10Gbglgant external Active
Bypass Switch. The external active bypass enables plliglay connectivity, includes
an auto heartbeat and requires no additional drivers itstadled on any connected
appliance. Niagara 2812 has one I/O channel, supports onenapind provides the
following features:

* 10G SR and 10G LR active Bypass Switching
» Comprehensive management tools:
o0 Secure Web management Interface (SSL),
0 SNMP,
0 CLI by serial console
o SSH
» Customizable Heartbeat Modes that monitor appliandersylsealth without
appliance driver, including: Internal Loop-back Heartbeante Mode, External
Heartbeat Frame Mode and Link Status Mode
» Email Notification for appliance status changes
* Media conversion from Network to appliance Ethernetgport
* Power Outage Network Bypass Protection
* Field Programmability over Ethernet or Serial Con$tiet

Cisco 650

Cisco 650¢

Figure 1 Connectivity example
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1. Hardwareinterface

Niagara 2812 provides the following interfaces as shovmgure 2-1:

1.1 For Device M anagement:

» LCD display to show system name and firmware version
* Ethernet Management Port

e Serial Console Port via Serial Console Cable

e LED Power Indicators and LED Link Indicators

1.2 For Ethernet Switch Interface:

* 10G-SR or 10G-LR N1 and N2 Ports which connect to an Iagretsvork and
Egress network

* 10G-SR or 10G-LR Al and A2 Ports which connect to a Nekwgpliance (such
as IDS, UTM or Firewall)

» Link/Active LEDs for 10Gb ports

* Red LED for bypass state

» Green LED for Inline state

10 Gigabit
Network LCD display
ports
Management Port

s <

10 Gigabit Power led
Appliance Console Port

ports

Figure 2, Front Panel of Niagara 2812
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2. THEORY OF OPERATION

2.1 Bypass Switching M ode and Active Switching Mode

Public Network Private Network

Niagara 2812

<l External Connection
“ > Bypass Route in Niagara
281z
- > Active Route in Niagara
N 281z
7 <= Active Route in Appliance

Appliance [:

IPS Firewalletc [l

Figure 3, Niagara 2812 Bypass Switching Mode and Ac  tive Switching Mode .

Niagara 2812 has two Switching modes: Active Switching MardeBypass Switching
Mode. Figure 3-1 displays a typical deployment of Niagara 2812 Blypass system is
placed in-line with a standard security appliance (IP@waill, UTM, etc.) and is connected
via external wiring to the appliance and the netwofKse routes of data transfer are
labeled in separate colors, highlighting the associatectibnality handled at each stage of
bypass switching.

In Active Switching Mode, the Ethernet Frames betwiderpublic and private network will
be channeled through the security appliance. Typicaltg, @ flow from the Public
Network to Port N1 (network in) and will then will betavely transferred by the Bypass
switch to Port Al (appliance in) and routed through tHe@appliance to Port A2
(appliance out). Active switching will then route theéadthrough Port N2 and out to the
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Private Network. This Mode can operate in reversgedls with data routing from a
Private to Public Network.

In Bypass Switching Mode, Niagara 2812 will channel Etheraenes from the Public
Network to port N1 (network in). In this scenario, daihbe routed through a closed
loop from port N1 (network in) to port N2 (network out) amitl bypass the appliance so
that frames will go directly from the public networktte private network. This Mode can
operate in reverse as well, with data routing fromeapgito public Network.
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3. Heartbeat for Niagara 2812

Niagara 2812 can monitor the continual health of the amaiay sending and receiving
Heartbeat pulses. This functionality ensures the naal-$afety and accuracy of the
datastream. Heartbeat frames are generally configaried sent from Niagara 2812 on one
appliance port and received on the other under a sefirmiiheefined by a customer-
configured TIMEOUT value. For more information on TIRBT value, please see Table
4.5.

Niagara 2812 provides various heartbeat modes to corresptindiffarent appliance
configurations including:

3.1 Heartbeat Mode 1: Internal Heartbeat Frame L oop-back Mode

In Heartbeat Mode 1, the heartbeat signal is a usergrogable Ethernet “Heartbeat
Frame” and is generated by Niagara 2812 itself. The Hedrifaeanes are sent out from
Niagara 2812 Ethernet Port Al every 100ms, and Niagara 2812 &tRem A2 expects

to receive the same Heartbeat Frame from the apeliaHeartbeat Mode 1 for the Niagara
2812 is designed for network appliance units that act asigebiike IPS or Firewall. The
user needs to make sure the Network appliance is propeflguw®d so that the device will
not filter out the “Heartbeat Frame”.

In heartbeat Mode 1, no driver is needed for Applianceesys
3.2 Heartbeat Mode 2: External Heartbeat Frame Mode

In Heartbeat Mode 2, the heartbeat signal is alsorade$seed Ethernet “Heartbeat
Frame”, but the frames are generated by the Appliaselt iaither than Niagara 2812. A
Linux host daemon provided by Interface Masters neetle ton on the appliance system
so that the appliance system can continuously sendbda@aiframes to Niagara 2812
Ethernet Port A1 and A2.

3.3 Heartbeat Mode 3: Link Status Heartbeat M ode

In Heartbeat Mode 3, the heartbeat signal acts dmkhap status indicator of the Niagara
2812 Ethernet Port Al and A2. If any ports of A1 and A2 lbeditk, Niagara 2812 will
shut off heartbeat transmission and activate bypas&.mo
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4. Niagara 2812 Operation M odes

Niagara 2812 has four Operation Modes with Mode 0 being tlaelld€peration Mode.

4.1 ModeO: Normal_Active Bypass

If Niagara 2812 receives heartbeat signals within theEDMT time period, the

switching mode remains or is changed to Active SwitgiMwode. If Niagara 2812 does

not receive heartbeat signals within the TIMEOUTetiperiod, it will change to or
remain in Bypass Switching Mode. By default (without begrtbeat), Niagara 2812
will remain in Bypass Switching mode.

4.2 Mode1l: Normal Inline

If Niagara 2812 receives heartbeat signals within theE@MT time period, the

switching mode remains or is changed to Bypass SwitdWode. If Niagara 2812 does

not receive heartbeat signals within the TIMEOUTetiperiod, it will change to or

remain in Active Switching Mode. By default (without amgartbeat), Niagara 2812 will

remain in Active Switching mode.

4.3 Mode 2: AlwaysInline

Niagara 2812 is always in Active Switching Mode.

4.4 Mode4: Always Active Bypass

Niagara 2812 is always in Bypass Switching Mode.

4.5 Mode5: Passive Bypass

Niagara 2812 is in passive bypass, where the optical switch is close in bypass mode
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5. Niagara 2812 Power Fail Protection

Niagara 2812 provides two redundant power supply inputs to minilezehance of power
loss or failure.

In addition, Niagara 2812 continuously monitors the power syuaiigige to detect any
instance of power decline or outage. If a power faietected, Power Fail Protection
Operation is triggered, which initiates a switch to Bygo&witch. During this no power
state, the N1 and N2 ports will physically connect eate a passive bypass path without
any traffic interruption between port N1 and port N2.
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6. Remote M anagement Features

Niagara 2812 users can log into and manage the Niagara 2812 thr@aghmand Line
Interface Environment via the Console Port (se¢eiahinal emulator) and through a Web
based management via a secure “HTTPS”

connection via the Management Port (SSH remote asmellator).

6.1 Serial Terminal Setting

Bits per second: 115200

Data bits: 8

Parity: None

Stop: 1

Flow Control: None
6.2 SSH Setting

Niagara 2812 SSH server uses standard port 22.
6.2.1 User account

The “admin” account allows system administrators tafigare programmable
parameters and monitor unit status.

6.2.2 Password

Default Password for “admin” is “admin”. The password ba changed using the CLI
command.

6.3 CLI command usage

Only the “admin” account has permission to configure @retk the system parameters.
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prod_id

fu

power_a
power_b

mac

ip

mask

g

dns

dns2

domain

dhcp

host
current_ip
emall

email from
emall security
emall username
emall password
email_server
email_port
email _subject
email to
username
password
root_password
https
web_theme

snmp
snmp_communlty
snmp_destination
timeout

force
pass)
op_mode
inline, 2=Always inline,
hb_mode
state

active_hb_cnt
bypass_hb_cnt
¥g_links

1fd

Niagara 2812 rev 1
_v1.0.388
8@ {Power A: O=0FF, 1=0N)
1 {Power B: 0=0FF, 1=0N)
00:0c:bd:00:00:01
192.168.0.111
255.255.255.0
192 .168.8.1
192 .168.8.1
0.0.0.0
local
static
n2812
192.168.0.111
] {Email notification: @=DISABLE, 1=ENABLED)
HEH
1 (Email security: B@=DISABLE. 1=ENABLED)
HEH
HEH
HEH
25
Niagara 2812 status report
HXX
admin
This item can not be displaved
This item can not be displaved

1  (HTTPS: @=DISABLED, 1=ENABLED)

1
1 {SNHP: B=DISABLED, 1=ENRBLED)
niagarac
localhost
1 (Range 1-255 represents 100ms-2.5sec)
{Debug mode: 2=Inline, 4=Active bypass, 5=Passive by

{Operational mode: B=Normal active bupass, 1=Normal
4=Alwavs active bypass, 5=Passive bypass)

]
]
1 ({Heartbeat mode: 1=Auto, 2=External, 3=Link)
g {Segment state: B=Bypass, 1=Inline)

k]

Port SEG_A A1 is down
Port SEG_A A2 is down
Port SEG_A N1 is down
Port SEG_A N2 is down
1 (Link fault detection: B=DISABLED, 1=EMABLED)

Figure 4 “cli get” output

To dump values for all parameters,

“cli get |more”

To display a value for individual parameters,

“cli get <parameter name>"

For example,

“cli get timeout” will display timeout value in decimalrfa.

To set a value for individual parameters,
“cli set <parameter name> <parameter value>
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For example, “cli set timeout 20" will set timeout vatoe20.
6.4 SNMP Definitions

Niagara 2812 support SNMP traps on predefined events. ThésEkahwill be
triggering traps are as follow:

0 SNMP trap LFD (Link Fault Detection), will be generatetiowing detection of
a network port going down. The usual case will be thsttdi network port trap
will be received following by LFD.

0 SNMP trap on link up or down — when any of the links (rmetwink or
appliance link) changes state (up or down) a trap will bergged, specifying
the link name and the link status (up or down)

o SNMP TRAP- on system state change (bypass or Inlimejhis mode the
trap will provide the state (bypass or Inline) with dpee mode, defining the
operation mode of the system:

o [0]"Normal_Active Bypass",
o0 [4]"Always_active_bypass",
o0 [5]"Manual_Passive bypass"
0 SNMP TRAP-  For Cold or Warm power up (when device is pedep):
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7. Parameter List for CLI

Table 4.6: Niagara 2812 parameter value list for CLI get/set command

Parameter Name Description Value
Timeout Timeout values for Niagara bypass unit. 1-255
Each timeout unit is 100ms.
Timeout range is 100ms to 25.5s
In default bypass operation mode, if the unit does npt
detect a heartbeat frame within the set timeout time
value, the segment will switch from active to bypass
Force Configure force (debug) mode for each 1/O unit. 0,2,4
Default is 0. Force (debug) mode is disabled.
Setting parameter to value 2 will force segment to
Active switch mode.
Setting parameter to value 4 will force segment to
Bypass Switch mode
op_mode Configure the default operation mode for Niagara | 0,1,2,4, Dfault =0
bypass unit
0 — Normal active Bypass. If the heartbeat is received
the system will be inline
1 — Normal Inline. If the heartbeat is received the
system will be in bypass
2 — Always Inline.
4 — Always active Bypass.
5 — The bypass switch will be closed, in bypass mode
hb_mode Configure the heartbeat mode for Niagara bypass unit,2,3, Default=1
Hb_mode 1, system is generating the heartbeat
HB_mode 2, HB is generated from an external sourge
HB_mode 3, the system activates bypass depending on
link detection on the appliance side
State Show the state of Niagara bypass unit: Read only
0 --- bypass switch state
1 --- active/lnline switch state
Active_hb_cnt This value stores the active heartligagscount. Default: 1
The segment will switch to active switch mode only |f1-10
it receives “active_hb_cnt” number for a consecutive
heartbeat
bypass_hb_cnt This value stores the bypass heartbeal soymt. Default: 1
The segment will switch to bypass switch mode only if-10
it loses “bypass_hb_cnt” heartbeat signal number
Mac Shows the MAC address for the Management Etherigad only
port
Ip Static IP address for MGT port Default:
192.168.0.111
Mask Subnet Mask for MGT port Default:
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255.255.255.0

feature

Gw Gateway IP address Default:
192.168.0.1
Dns DNS server IP address
dns2 29 DNS server IP address
Domain Domain name for local host Default: local
Dhcp DHCP client enable/disable. Default: DHCP is
Setting this parameter to dhcp will enable dhcp clieptctive
on Niagara 2812 MGT port.
Setting this parameter to static will disable dhcp tlien
on Niagara 2812 MGT port
Host Hostname for Niagara 2812 Default: n2810
current_ip Current IP address for MGT port
Email Setting parameter value to 1 will enable mail Default: 1
notification feature
email_from Email from field for email report
email_security Setting parameter to 1 will enable essmiurity Default: 1

email_username

Email account user name

email_password

Email account password

email_server

SMTP server address for email report

email_subject

Email report subject

0 — disabled, the system will not detect LFD

email_to Email recipient lists
Username Administrator account name. Default :admin
Password Administrator password Default: admin
https HTTPS server allows: Default: 1

a value 0 to disable the secure WEB MGT interface| enable

a value 1 to enable access to secure WEB MGT

interface.
Web_theme Web themes enable. Default: 1

enable

Snmp SNMP function allows: Default: 1

a value 1 to enable SNMP function. enable

a value 0 to disable SNMP function.
snmp_community Snmp_community name Niagarac
snmp_destination Snmp_destination name Localhost
LFD 1 — enabled, the system will detect and activate the| Default: LFD

LFD enabled

Figure 5 Table of CLI commands
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8. SECURE WEB MANAGEMENT
8.1 Connecting to Web Management

Niagara 2812 provides a Secure Web Management Interfasgstem administrators to
manage and monitor Niagara 2812 via any web browser. dassathe management web
page, the Ethernet Management port needs to be connedtexrllocal network or host
computer.

The URL to access the Web Management interfacgstiteMgnt Port IP>", can be found
though “CLI interface” or LCD interface. The default Md?ort IP is 192.168.1.188 .

/- Certificate Error: Navigation Blocked - Windows Internet Explorer

—

; o [
K9 )~ |&nttps;//192.168.1.188/

Fle Edit View Favorites Tools Help

Lf dhp  fag Home - ENY Feeds (0 rq] Print - _j Page ¥ i} Tools @ Help ~ E Fill Forms QE Save @ RoboForm ﬂ Research

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website was issued for a different website's
address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

<] Con%nue to this website (not recommended).

@ More information

Figure 6, Certificate Error Page

Figure 6, Certificate Error Page, Shows the first page that appears on the web braiftser
entering the URL. Currently, Niagara 2812’s website sacoeitification is in the process
of being approved. Therefore, the user needs to clickti@anto this website (not
recommended)” to go to the login page
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8.2 Login Page

Interface Masters Niagara 2812 : =
4 = o D ™ Language: | English » ! | Logout
Innovative Netwark Salutions Login
Login
User: admin
Password:
Login

Figure 7 , User Login page.

Figure 7, User Login page., Shows the User Login Page where the default user name is
“admin” and the password is “admin”

8.3 StatusPage

.
Interface Masters Niagara 2812 I
e o
4 TECHNOLOGIES - A LT et e ge: | English |+ | | Logout
" " ? } i L el O aebizadadll |
Innavative Network Solutions Flug & Play
Home Status
Siatus
Management System
Bypass Module Product Hame: Niagara 2812
Management Port Product 1D Niagara 2812 rev 1
Email Notifications Hardwrare Rewision: A160
SNIF Setings Firmware Version: w1.0.388
Advanced i
Ianagement IP: 192.168.0111
Users R . ) S
Backup/Restare Email Notifications Disable (Dont Send)
Firmware Update Power Supply Status
ReEboc Power 1. © notPresent
Power 2: ‘? Present
Bypass Module
State: '4‘_\" Active
Port A1- @
Port AZ: @
Port N1: ci’
Port H2; @
Max time allowed bebween heartbeat acceptance: 1
Humber of HE lost te activate bypass: 3
Humber of accepted HB to get into active mode: Z
Operation Mode: Maormal active bypass
Link fault detection: Enabled
Figure 8, Niagara 2812 Status Page
TITLE: NIAGARA 2812 10GB BYPASS Interface Masters Confidential & Proprietary REV: 3.3 PAGE 18 OF 29

SWITCH USER GUIDE




Interface Masters
| { TECHNOLOGIES )|
Innovative Network Solutions

Figure 8, Niagara 2812 Status Page, shows the Status page provides the system information

including: revision information, power supply status, umk Istatus and the operation
mode.

8.4 Bypass M odule Setting

Interface Masters Niagara 2812 B
TECHNOLOGCIES T I I R e Language: | English || | Logout
Innovative Network Solutions i Flug & Play
botETE Bypass Module Setting
Status
Management Bypass Module Setting

Bypass Module

I'-.*Ianagement Fort Max time allovwed between heartbeat acceptance (100

e % 00ms
i i i - 255 E
Email Motifications i SRt iae)
SHMP Settings Mumber of HE lost to activate bypass (1-10}:
Advanced =
Mumber of accepted HB to get into active mode (1-10): 2
Users .
Backup/Restore Cperation Mode:
Blel i Link fault detection:
Rebaoot

Save Cancel
Figure 9, Bypass Module Setting

Figure 9, Bypass M odule Setting shows the Bypass module parameters and allows the user to
set and tune them according to the site requirments

8.5 Management Port
Interface Masters Niagara 2812
4 TECHNOLOGIES Bons g Act e Bving s ato el i LAl 2

Innovative Netwerk Salutions & R £

. Language:i English IV: | Logout

il 2l E
Flug & Piuy

Home Management Port
Status
Management Management Port

Bypass Module
Management Port

IP Address:
Email Motifications
SMMP Settings Mebawork Mask:
Advanced
Gateway:
Users
Backup/Restare DHE 1
Firmware Update OHE 2- 0.0.0.0
Reboot
Save Canegel
Figure 10, Management Port Page
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Figure 10, Management Port Page Shows the Management Port paramerers which can
configure IP settings of the management port.

8.6 Email Notification

Niagara 2812 provides an Email Notification function whigtiates an email
notification upon switching mode of an I/O segment.

The mail server and email account settings can bégcoedl through the Web
management or CLI interface.

Interface Masters Niagara 2812

Language: | English ]| Logout
e e guage. [ =ETon )

Innovative Network Salutions

Fluy & Py
Home Email Settings
Status
Management Email Settings

Bypass Module
Management Port

Email Notication: | Disable {Don't Send) 'V
Email Notifications : —
SHLP Setlings Outgoing Mail Server|SMTF}: WK
Advanced Cutgoing Mail Server|SMTP} Port: 25
Users
Backup/Restare SMTP Usermame:
Firmware Lipdate SMTP Password:
Reboot

Outgoing Server| SMTFP) Security: | Enable (Secured) V
From {Sender's Email Addressp. ¥

To [List of receipts, comma separated):

Subject: Miagara 2812 status report

Save | Send Test Email | Cancel

Figure 11, Email Notification Page

Figure 11, Email Notification Page sShows the email notification parameters which nedukto
filled up properly by the system administrator to enabtedisables the email notification
function and configures the email servers and accounts
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8.7 SNMP

Niagara 2812 provides SNMP Trap function which can send gessa a destination
IP when the 1/0 segment status or Power Supply statisaigyed.

A typical SNMP agent setting is as follows:

a) A “net-snmp” software package needs to be installeal lanux platform.
b) Set the snmp trap daemon community parameter iftefleysnmp/snmptrapd.conf”
and add one line at the end of the file

authCommunity log niagarac

“niagarac” is the default community name and can baggthin WEB management
page.

c) Copy “IM-MIB.txt” (as shown in Appendix 2) to the Lir system.

d) Run the following command:

snmptrapd -m <full path to IM-MIB.txt file> -Os -Le -f

Interface Masters Niagara 2812

Language: | English.f.v. Logout

Innovative Netwaork Solutions

e SNMP Setting
Status
Management SHMP Setting
Bypass Module
Maragamen fon Send SNIMP Traps: [Enable [»]
Email Motifications ez
SNMP Settings SHMP traps destination IP: localhost
Advanced SHIMPwZ community: niagarac
Users =
Backup/Restore
Firmware Update Save Cancel

Reboot
Figure 12, SNMP Settings
Figure 12, SNMP Settings, sShows the SNMP parameters setting which enables ablelésthe

SNMP Trap function and configures the SNMP destinatioand SNMPv2 community
name
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8.8 User Account Settings

Interface Masters
TECHNOLOCIES Ex
Innovative Network Solutians

Niagara 2812

aFn ¢
gt il

Fluy & Py

Lzmguage:: English v| Logout

gy sy

Home
Status
Management Admin
Bypass Module
IManagement Fort
Email Motifications Confirm Password:
SHIMP Settings

Advanced Save Cancel

Users

Users

Password:

Backup/Restore
Firmware Update
Reboot

Figure 13, UserAccount Settings

Figure 13, User Account Settings shows the User Account parameters which allows fr th
change of a user name and password via the WEB managasgent

8.9 Restore Setting

Interface Masters

TECHMNOLOGIES 3
Innovative Network Solutions

s Language;Q-Elw.l.i.isuﬁni-v-i Logout

Flug & Py
Home Configuration Backup/Restore
Status
Management
Bypass Module
Management Port Backup

Email Motifications
SNMP Settings
Advanced

Restore From |Z |
Users

| Browee. .. |

Backup/Restore
Firmware Update
Reboot

Restare to Factory Default C

ion {the system will reboot]

Figure 14, Restore Settings Page

Figure 13, User Account Settings, Shows the back up and restore parameters which daneres
the Niagara 2812 to default settings

TITLE: NIAGARA 2812 10GB BYPASS Interface Masters Confidential & Proprietary REV: 3.3 PAGE 22 OF 29
SWITCH USER GUIDE




Interface Masters

TECHNOLOGIES
Innovative Network Solutions

8.10 Firmware Update

TECHNOLOGIES
Innevative Network Salutions

Interface Masters Niagara 2812

Language: [_English_;‘\:j | Logout

f
v

s
Fluy & Piay
Home Firmware Update
Status
Management
Bypaszs Module
IManagement Port Upload Firmware |

] Browse...

Email Motifications

SNMF Settings
Advanced

Users
Backup/Restore
Firmware Update
Reboaot

Figure 15, Firmware Update Page

Figure 15, Firmware Update Page, shows firmware update parameters which enable firewar
update of Niagara 2812.

8.11 System Reboot

Interface Masters Niagara 2812 ; .
- o L g Language: | English | v | Logout
Innovative Network Solutions e

Fluy & Pluy
|
HLIE Reboot
Status
Management
Bypass Module
Management Port Reboot

Email Motifications

SMMF Settings
Advanced

Users

Backup/Restore

Firmware Update

Reboot

Figure 16 Reboot screen

TITLE: NIAGARA 2812 10GB BYPASS Interface Masters Confidential & Proprietary REV: 3.3 PAGE 23 OF 29
SWITCH USER GUIDE




Interface Masters

K TECHNOLOGIES b |
Innovative Network Solutions

Appendix 1 Heartbeat frame for mat and sample Heartbeat Frame

Niagara 2810 Heartbeat frame format.

Total Frame Size: 128 Bytes ( including CRC Checksum)

Byte : 0 - 11 byte ( are Destination and Source Mac address )

Destination MAC : 00:0C:BD:00:00:FF
Source MAC : 00:0C:BD:00:00:<Port Number>

Byte : 12 - 13 byte ( are Ether Frame Type : 0x8000)

Byte : 14 - 63 byte ( pattern count from 0x00 - 0x3F)

Payload or Data : 0x00 0x01 0x02 0x03 0x04 0x05 .. 0x3F

Byte : 64 - 123 byte ( pattern = 0x55 )

Payload or Data : 0x55 0x55 ... 0x55

Byte : 123 - 127 byte ( CRC Checksum field)

This field are generate byte machine.

<=

CRC checksum

EtherFrame : 0x80 0x00
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Appendix 2IM-MIB.TXT

IM-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY,
NOTIFICATION-TYPE,
OBJECT-TYPE,

--  Counter32,

-- Integer32,

Gauge32,
enterprises

FROM SNMPv2-SMI
DisplayString,
TruthValue

FROM SNMPv2-TC

imMIB MODULE-IDENTITY
LAST-UPDATED "200712240000Z"
ORGANIZATION "Interface Masters, Inc."
CONTACT-INFO
"Email: sales@interfacemasters.com
Postal: 227 Devcon Drive
San Jose, CA 95112
Phone: 408-456-2545
Fax: 815-364-0888
Web: www.interfacemasters.com”
DESCRIPTION
"The Interface Masters MIB.
Copyright 2007 Interface Masters, Inc.
All rights reserved.

This MIB module specifies the management objects
for Interface Masters products.”

REVISION "200712240000Z"
DESCRIPTION
"The initial revision."

::= { enterprises 30324 }

-- MIBs are defined here:

imMgmt OBJECT IDENTIFIER ::={imMIB 1}
bypassMgmt  OBJECT IDENTIFIER ::= {imMgmt 1}
linkMgmt OBJECT IDENTIFIER ::={imMIB 2 }

bypassTraps OBJECT IDENTIFIER ::= { bypassMgmt 1 }
bypassTrapinfo OBJECT IDENTIFIER ::= { bypassMgmt 2 }
bypassSystem OBJECT IDENTIFIER ::= { bypassMgmt 3 }
bypassSystemScalars OBJECT IDENTIFIER ::= { bypassSystem 1 }
bypassSystemTables OBJECT IDENTIFIER ::= { bypassSystem 2 }
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linkTraps OBJECT IDENTIFIER ::= { linkMgmt 1 }
linkTrapinfo ~ OBJECT IDENTIFIER ::= { linkMgmt 2 }

-- Products are registered here:
imProducts  OBJECT IDENTIFIER ::= {imMIB 3}
imNiagara OBJECT IDENTIFIER ::= { imProducts 1 }

bypassinOut NOTIFICATION-TYPE

OBJECTS {bypassTrapModuleld,

bypassTrapModuleName,

bypassTrapStateBypass,

bypassTrapOpMode }
STATUS  current
DESCRIPTION
"Trap issued when a module goes in and out of bypass."

::={ bypassTraps 1}

bypassDiagnostics NOTIFICATION-TYPE
OBJECTS {bypassTrapDiagnostics }
STATUS  current
DESCRIPTION
"Trap issued when an internal hw diagnostics event occurs."
::= { bypassTraps 2 }

linkState NOTIFICATION-TYPE
OBJECTS {linkTrapLinkName,
linkTrapLinkState }
STATUS  current
DESCRIPTION
"Trap issued when a link goes up and down."
m={linkTraps 1}

bypassTrapModuleld OBJECT-TYPE
SYNTAX  Gauge32
MAX-ACCESS accessible-for-notify
STATUS  current
DESCRIPTION
"This is the ID (starting from 0) of the
module going in/out of the bypass."
::= { bypassTrapinfo 1}

bypassTrapModuleName OBJECT-TYPE
SYNTAX  DisplayString
MAX-ACCESS accessible-for-notify
STATUS  current
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DESCRIPTION

"This is the name of the

module going in/out of the bypass."
::= { bypassTraplinfo 2 }

bypassTrapStateBypass OBJECT-TYPE
SYNTAX  DisplayString
MAX-ACCESS accessible-for-notify
STATUS  current
DESCRIPTION
"This is the state (true for bypass, false for active)
of the module going in/out of the bypass."”
::= { bypassTraplinfo 3 }

bypassTrapDiagnostics OBJECT-TYPE
SYNTAX  DisplayString
MAX-ACCESS accessible-for-notify
STATUS  current
DESCRIPTION
"This is the description of a diagnostics event."
::= { bypassTraplinfo 4 }

linkTrapLinkName OBJECT-TYPE

SYNTAX  DisplayString
MAX-ACCESS accessible-for-notify
STATUS  current
DESCRIPTION

"This is the name of the

link going up/down."
»={linkTrapinfo 1}

linkTrapLinkState OBJECT-TYPE

SYNTAX  DisplayString
MAX-ACCESS accessible-for-notify
STATUS  current
DESCRIPTION

"This is the state of the

link going up/down."
:={linkTrapInfo 2 }

bypassTrapOpMode OBJECT-TYPE
SYNTAX  DisplayString
MAX-ACCESS accessible-for-notify
STATUS  current
DESCRIPTION
"This is the OpMode of a module."”
::= { bypassTrapinfo 5 }

END
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Appendix 3 -- Blue EImech Console-Cable Drawing

0°o*

0*o0* 0"
OOOO

]

Figure 17 DB9 Connector Front View

DB-9 Connector

Pin 1, Pin 4, Pin 6- are shorted together

Pin 2- Green Striped wire

Pin 3- Solid Green wire

Pin 5- Solid Blue/ Blue Stripe wire

Pin 7, Pin 8- Short

Pin 9- No Connect

Other 2 Setsof Wires. Orange/ Orange Stripe and Brown/ Brown Stripe

Solid Orange and Brown Stripe should be connected together

Stripe Orange and Solid Brown should be connected together

Figure 18, DB9 connector pin description
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CAT5eCableTop View
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CAT5e Cable Wire Colors
Top to Bottom

Orange/ White Stripe wire
Solid Orange wire
Green/ White Stripe wire
Solid Blue wire
Blue/ White Stripe wire
Solid Green wire
Brown/ White Stripe wire
Solid Brown wire

Figure 19, Cat5e Cable Wire Colors(Top view)
CAT5e Cable Bottom View

! FREAE! .

, Rt

CAT5e Cable Wire Colors
Top to Bottom

Solid Brown wire
Brown/ White Stripe wire
Solid Green wire
Blue/ White Stripe wire
Solid Blue wire
Green/ White Stripe wire
Solid Orange wire

Orange/ White Stripe wire
Figure 20, Cat5e Cable Wire Colors (bottomview)
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